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Abstract
The Safety Assurance Factors for Electronic Health Record (EHR) Resilience (SAFER) Guides provide recommendations to healthcare organiza
tions for conducting proactive self-assessments of the safety and effectiveness of their EHR implementation and use. Originally released in 
2014, they were last updated in 2016. In 2022, the Centers for Medicare and Medicaid Services required their annual attestation by US 
hospitals.
Objectives: This case study describes how SAFER Guide recommendations were updated to align with current evidence and clinical practice.

Materials and Methods: Over nine months, a multidisciplinary team updated SAFER Guides through literature reviews, iterative feedback, and 
online meetings.
Results: We reduced the number of recommended practices across all Guides by 40% and consolidated 9 Guides into 8 to maximize ease of 
use, feasibility, and utility. We provide a 4-level evidence grading hierarchy for each recommendation and a new 5-point rating scale to self- 
assess implementation status of the recommendation. We included 429 citations of which 289 (67%) were published since the 2016 revision.
Discussion: SAFER Guides were revised to offer EHR best practices, adaptable to unique organizational needs, with interactive content avail
able at: https://www.healthit.gov/topic/safety/safer-guides.
Conclusion: Revisions ensure that the 2025 SAFER Guides represent the best available current evidence for EHR developers and healthcare 
organizations.
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Introduction
The Safety Assurance Factors for Electronic Health Record 
(EHR) Resilience (SAFER) Guides provide recommendations 
to healthcare organizations for conducting proactive self- 
assessments of the safety and effectiveness of their EHRs as 
implemented and used across their organizations.1 EHR- 
related safety concerns are often created by continuously 
changing sociotechnical contextual factors within and exter
nal to healthcare organizations. Technology, clinical practice 
standards, regulations, and policy are constantly evolving. 
Periodic self-assessments using the SAFER Guides help 
organizations identify areas they should prioritize to ensure 
the safety and safe use of EHRs, improve the overall safety of 

patient care, and improve patient outcomes. In 2025, a 
revised set of SAFER Guides were released to provide recom
mendations for addressing the highest risk and most common 
safety concerns through technology or practice changes. 
These recommendations can ensure EHR and organizational 
resilience. This case report describes the process of updating 
the 2025 SAFER Guides.

Background
In 2012, the Office of the National Coordinator for Health 
Information Technology (ONC), now the Assistant Secretary 
for Technology and Planning (ASTP), commissioned the 
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development of the SAFER Guides.2 The first versions of the 
Guides were released in 20143 and subsequently updated in 
2016.4 The original SAFER Guides consisted of 8 distinct 
Guides with 147 recommendations and 540 examples 
describing how these recommendations could be imple
mented. In addition, an overarching High Priority Practices 
Guide that contained the 18 most important recommenda
tions for clinicians was created from the other eight Guides. 
In 2022, the Centers for Medicare and Medicaid Services 
(CMS) required that all healthcare organizations participat
ing in the Medicare Promoting Interoperability Program 
(MPIP) attest annually to having reviewed all nine SAFER 
Guides.5 CMS also required that clinicians participating in 
the Merit-based Incentive Payment System (MIPS) program 
attest annually to reviewing the High-Priority Practices 
SAFER Guide.6 Recently, we completed a substantial revision 
of the original SAFER Guides that were released for use by 
hospitals, clinicians, and EHR developers in 2025.

Principles for updating the SAFER Guides
Based on our experience in using the SAFER Guides coupled 
with feedback received from healthcare organizations around 
the country, we undertook the SAFER Guide updating proc
ess with the following general principles:

1) No new SAFER Guides would be added: Even though 
there have been significant increases in the adoption of 
several EHR-related health information technologies 
(eg, personal health records, health information 
exchanges, and clinical documentation), we concluded 
that new information could be added to existing SAFER 
Guides without the need for additional new SAFER 
Guides. 

2) The sensitivity of the implementation status self- 
assessment scoring system needs to be increased: The 
three-level scoring system used in the 2014 version of 
the Guides (ie, not implemented, partially implemented, 
or fully implemented) did not provide organizations 
with enough information to help them prioritize their 
work on the partially implemented recommendations in 
the subsequent year. We needed to explore several alter
native ways to increase sensitivity. 

3) An estimate of the level of scientific evidence available 
for each recommendation is needed: We increased the 
clarity of the quality of evidence available and transpar
ency in how it was evaluated. 

4) The literature used to support each recommendation 
would be updated: One of the main premises of updat
ing the Guides was to account for the tremendous 
increase in EHR adoption and accompanying clinical 
informatics research since the 2016 SAFER update. 

5) Clinicians need a SAFER Guide that can account for 
their real-world clinical needs: Because of the organiza
tional focus on the SAFER Guides’ assessment, clinicians 
often cannot relate as directly to some of the recommen
dations. We would thus need to highlight the most crit
ical recommendations for clinicians from each of the 
other SAFER Guides. 

6) SAFER Guide recommendations and descriptions would 
be simplified and streamlined: Following the CMS 
requirements regarding hospitals and clinicians attesting 
to having reviewed the SAFER Guides, we aimed to 

consolidate both the number of Guides and the number 
of recommendations in those Guides to maximize feasi
bility and utility. 

7) Feedback is needed from a large group of experienced 
clinicians and informaticians: Realizing that there con
tinues to be less scientific evidence to support many of 
the SAFER recommendations than is ideal, we needed to 
rely on expert opinion and experience in many cases. 

8) Estimates of the overall percentage of SAFER Guide rec
ommendations implemented by an organization are 
needed: While not currently required by any EHR safety 
oversight organizations, we sought to propose a method 
for estimating the overall percentage of SAFER Guide 
recommendations implemented across all unique SAFER 
Guides. 

Methods
We convened a multidisciplinary SAFER Guide core team [D. 
F.S., T.F., P.S., J.S.A., H.Si.] consisting of experts from infor
matics, health IT, patient safety, nursing, organizational 
operations, and clinical medicine. We held several teleconfer
ences with the core team to develop and agree upon the prin
ciples for updating the SAFER Guides. We also developed a 
literature review search strategy and a list of potential peer 
reviewers who could offer critical feedback on the revised 
Guides. We reviewed the nine existing SAFER Guides to iden
tify potential recommendations for elimination, combination, 
or clarification. Next, the nine existing SAFER Guides were 
allocated to one or more leads from the core team. Each lead 
was asked to carefully review the existing SAFER recommen
dations in light of the agreed upon SAFER update principles, 
findings from the SAFER Guide reviews, feedback from 
organizations that had completed the SAFER Guides, and 
recent findings from the scientific literature. Through several 
online meetings for each SAFER Guide, we discussed each 
recommendation and decided how it should be addressed in 
the 2025 revision. Updating the SAFER Guides began in late 
2023 and took approximately nine months. After revision, 
each Guide was reviewed by one or more external expert 
peer-reviewers who provided feedback for our team’s consid
eration. The external experts included practicing clinicians, 
informaticians, and information technology professionals. 
The final Guides were then delivered to ASTP for formatting 
and release.

Results
The 2025 SAFER Guides are based on the best available 
(2024) evidence from the scientific literature and consensus 
expert opinion. Several subject matter experts, including 
those from clinical medicine, patient safety, informatics, 
quality improvement, risk management, human factors engi
neering, and usability, helped revise the Guides. There are 
now 7 unique Guides with 524 examples of implementation 
guidance, plus the High Priority Practices Guide, which is a 
compilation of key recommendations from each of the other 
7 Guides. An overview of the changes made to the SAFER 
Guides, organized according to each of the eight updating 
principles, is listed below.
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1. Integration of new practices into existing SAFER 
Guides
Rather than develop additional SAFER Guides, we decided to 
add several new recommendations to existing Guides to cover 
important new topics such as patient-clinician communication,7

patient access to clinical notes and test results in light of the 21st 
century cures Act,8 use of artificial intelligence for clinical care,9

cybersecurity,10 integration of FDA-approved medical device 
data into EHRs,11 and more robust software testing 
procedures.12

2. Changes to self-assessment scoring
In the original SAFER Guides (2014), the EHR assessment 
team was asked to “score their implementation status as fully 
implemented, partially implemented, or not implemented.”1

In debriefing with different organizational assessment teams, 
we learned that organizations often implemented a specific 
recommendation across most (eg, 95%) of their organization 
and realized there were often justifiable extenuating circum
stances that would prevent them from ever reaching 100% 
implementation. In these cases, they felt that they had achieved 
“full implementation” but that the scoring system required 
them to choose “partially implemented.” The number of 
“partially implemented” recommendations became problem
atic when they tried to prioritize work in the coming year.

In an attempt to relieve some of the concerns of these 
organizations, we developed a 5-point rating scale for the 
2025 version of the Guides (see Table 1). This rating scale 
estimates the percent adherence to the “implementation 
guidance” suggestions. In addition, assessors were instructed 
to check the “EHR Limitations” box if there were any limita
tions with the current version of their EHR that precluded 
them from fully implementing that recommendation.

3. Addition of evidence level for each 
recommendation
Due to the comparatively low level of scientific evidence 
regarding most EHR configuration and implementation deci
sions, we created a new three-level evidence hierarchy (Table 2). 
This hierarchy is based on the concepts that form the Grading 
of Recommendations Assessment, Development, and Evalua
tion (GRADE) guidelines used by the Cochrane Collabora
tion.13 It can be used as a first iteration to help evaluate the 
quality of evidence available for each recommendation.

In addition, since many of the SAFER Guide recommenda
tions are required by existing government rules, regulations, 
and laws, we assigned these as “required,” given that it would 
be unethical to conduct prospective clinical trials and difficult 
to find enough instances in which these recommendations have 
not been implemented to evaluate their effectiveness (eg, 
requirements for a backup database server or to test the EHR 
prior to clinical use after major system upgrades). To promote 
clarity regarding the quality of evidence available and transpar
ency in how it was evaluated, we added an estimate of the level 
of evidence available to support each recommendation.

4. Updating literature to support each 
recommendation
The 2025 SAFER Guides include citations to 429 resources 
(eg, peer-reviewed scientific literature, government docu
ments, and websites), which is an absolute increase of 40 cita
tions. Of these, 289 (67%) are resources published since the 
2016 SAFER Guide revision.

5. A SAFER Guide specifically for clinicians
In 2022, CMS published a rule that required clinicians eligi
ble for their merit-based incentive payment system (MIPS) to 
attest annually to conducting an annual self-assessment using 
the High Priority Practices SAFER Guide.14 To support these 
MIPS-eligible clinicians, we reconfigured the High Priority 
Practices SAFER Guide so it consisted of the most relevant 
and important recommendations from the other seven Guides 
for clinicians to understand, support, or implement.

6. Simplify and streamline SAFER Guide 
recommendations and descriptions
Each of the 2014 SAFER Guides was envisioned as a stand- 
alone Guide that could be used by different groups within a 
healthcare organization to address known or potential EHR- 
related safety issues within the particular domain addressed 
by the Guide. Following CMS’s requirements that all hospi
tals must review all Guides, we decided to reduce the overlap 
among several categories of recommendations that were 
spread across multiple Guides (eg, EHR testing and training, 
data standardization, technical support staffing, and patient 
identification). In addition, a recommendation that limited 
the number of open patient charts on a single workstation to 
one was removed following the publication of a large, single- 

Table 1. Definitions of the five-point SAFER guide implementation status scale and the EHR limitation indicator.

Implementation status Definition

Not implemented—(0%) The organization has not implemented this recommendation.

Making progress (1%-30%) The organization is in the early or pilot phase of implementing this recommendation as evidenced by 
following or adopting less than 30% of the implementation guidance.

Halfway there (31%-60%) The organization is implementing this recommendation and is following or has adopted approxi
mately half of the implementation guidance.

Substantial progress (61%-90%) The organization has nearly implemented this recommendation and is following or has adopted 
much of the implementation guidance.

Fully implemented (91%-100%) The organization follows this recommendation and most implementation guidance is followed con
sistently and widely adopted.

EHR limitation The EHR does not offer the features/functionality required to fully implement this recommendation 
or the implementation guidance.
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site, randomized clinical trial that failed to show that limiting 
the number of open patient charts reduced wrong-patient 
errors.15 Taken together, these steps allowed us to reduce the 
total number of recommended practices across all Guides 
from 147 to 88, a 40% reduction, and the number of imple
mentation guidance examples from 540 to 524, a 3% reduc
tion. In addition, we reduced the number of Guides hospitals 
must review from 9 to 7. This was made possible because we 
combined the System Interfaces and System Configuration 
Guides into a new System Management Guide and because 
hospitals no longer need to review the High Priority Practices 
Guide separately given it is now just an aggregation of recom
mendations from the other Guides.

7. Review by a large group of experienced clinicians 
and informaticians
Drafts of each revised SAFER Guide were iteratively reviewed 
and revised, often multiple times, by at least five experienced 
clinicians with extensive informatics training or informati
cians with extensive clinical experience. Many reviewers also 
had experience working for commercial EHR vendors or 
healthcare organizations that developed their EHRs. In addi
tion, many reviewers were experienced with using the 2014 
or 2016 versions of the SAFER Guides to assess EHR safety 
within their organizations.

8. Estimating the overall percentage of SAFER 
recommendations implemented by an organization
Often, healthcare organizations are interested in summarizing 
and potentially comparing their overall EHR safety based on 
the estimated implementation status for all SAFER Guide rec
ommendations. To accomplish this, an organization could 
take the mean of the midpoints of each SAFER Guide’s rec
ommendation implementation status [eg, Substantial prog
ress midpoint ¼ (61% þ 90%)/2¼75.5%] for each Guide 
and across all seven unique Guides to generate an estimate of 
percent adherence to each SAFER Guide or for all SAFER 
Guides.16 We expect that most organizations will be imple
menting additional best practices for safe and effective EHRs 
and hence the score should increase year-to-year.

The 2025 SAFER Guides are organized as follows (see Files S1)
Infrastructure Guides—A set of Guides that focus on tech

nical recommendations (hardware and software) to run the 
clinical applications.

� Contingency Planning: Includes recommendations associ
ated with mitigating or reducing planned and unplanned 
EHR unavailability and data corruption or loss during 
transmission. 

� System Management: Includes recommendations on the  

configuration, validation, and maintenance of EHR hard
ware, software, and application programming interfaces 
(APIs). 

Clinical Process Guides—A set of Guides that focus on 
several mission-critical clinical processes.

� Computerized Provider Order Entry (CPOE) with Deci
sion Support: Includes recommendations on the design, 
implementation, use, and monitoring of orders and clini
cal decision support. 

� Test Results Reporting and Follow-Up: Includes recom
mendations for optimizing processes and technology for 
electronic communication and management of test 
results. 

� Patient Identification: Includes recommendations to help 
ensure the reliable identification of patients in the EHR. 

� Clinician Communication: Includes recommendations to 
improve communication among clinicians, care teams, 
and patients. 

Organizational Responsibilities: An overarching Guide 
that touches on all the areas covered in the other Guides 
and focuses on organizational-level recommendations 
designed to create and maintain a safe, reliable EHR envi
ronment by standardizing processes and activities around 
patient safety.

High Priority Practices: Includes 16 recommendations 
selected from the other seven Guides because of their rele
vance and importance for practicing clinicians and their 
organizations.

Each of the eight SAFER Guides begins with a checklist of 
6 to 18 recommended practices. Each recommendation is 
explained in detail on a Practice Worksheet that gives a 
rationale for the recommendation, provides examples of how 
to implement each recommended practice, and includes the 
level of scientific evidence available to support it. The work
sheets contain the following fields:

� A list of recommended participants, based on organiza
tional roles, to ensure comprehensive review and accurate 
estimates of implementation status. 

� An area to record: 
� The names and roles of the multidisciplinary team 

members participating in the assessment. 
� The extent to which each recommended practice has 

been implemented throughout the organization using 
a 5-point rating scale. 

� Planned follow-up actions based on the team’s find
ings and discussions. 

Table 2. Definitions of the evidence levels used to rate each recommendation.

Evidence level Definition

Required A rule, regulation, or law requires something identical or similar to this recommendation.

Strong: research-level evidence Randomized controlled clinical trials, large clinical before/after, or case studies have demonstrated 
increased patient safety associated with the recommendation.

Medium: practice-level evidence Reports of adverse patient outcomes have been associated with failure to implement this practice or 
recommendation or consensus expert opinion supports the recommendation.

Low: context-level evidence High-performing healthcare organizations routinely follow this best practice or recommendation, 
but no rigorous research or consensus expert-based opinion exists.
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Discussion
The recommended practices in the SAFER Guides are 
intended to be useful for all EHR users and healthcare organ
izations. We revised the SAFER Guides to ensure that the 
2025 versions represent the best available current evidence 
for EHR developers and healthcare organizations. In addition 
to the downloadable version, the content of each SAFER 
Guide, with interactive references and supporting materials, 
can also be viewed on ASTP/ONC’s website at: https://www. 
healthit.gov/topic/safety/safer-guides

Implementation of these recommendations can ensure that 
the EHR is safe and is used safely. However, to ensure patient 
safety, healthcare organizations must invest time, resources, 
and staff to assess, implement, and sustain the best practice 
recommendations fully. In addition, some of the specific 
implementation guidance in the SAFER Guides may not 
apply to an organization due to local sociotechnical factors 
(eg, patient population, access to in-house technical person
nel, or other resource limitations). There is a particularly 
problematic and well-known humorous dictum in computer 
science that could be modified to refer to the more general 
class of implementing any computer-based workflow to read, 
“The first 90% of the [project] accounts for the first 90% of 
the [implementation] time. The remaining 10% of the [proj
ect] accounts for the other 90%.”17 In any time- and finan
cially constrained organization, the leaders often decide to 
stop work before any project is 100% completed to allow 
them to shift their resources to other more pressing and less 
complete projects. Nevertheless, the Guides are a useful 
resource to support EHR safety and reliability at a healthcare 
organization. Finally, the SAFER Guides are designed to pro
vide a high-level overview of a set of necessary, but non- 
exhaustive recommendations that healthcare organizations 
can use to improve the safety and effectiveness of their EHR 
implementations. Details related to the process of configuring 
the EHR software and implementing the clinical and adminis
trative workflows should be carefully explored, studied, and 
worked through with internal information technology, clini
cal operations, administrators, legal representatives, and 
clinicians.6

Conclusion
The recommendations and implementation guidance in the 
2025 SAFER Guides represent the best available evidence for 
EHR developers and healthcare organizations to follow to 
ensure that their EHRs and subsequent implementations and 
use are safer and more effective. The Guides were released in 
early 2025 for use in the 2026 MIPS attestation cycle.
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